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EXECUTIVE SUMMARY

This Working Paper, the second deliverable of REUNIR Work Package 3, aims to understand how resilient the
nine Candidate Countries of the Western Balkans and Eastern Neighbourhood are to military threats, as well

as the EU’s present capacity to assist in building resilience to such threats in these countries.

For each of the Candidate Countries, we provide a series of resilience assessments, based on several, mostly
guantitative, indicators of defence capacity and vulnerability, and on a profile of the defence landscape that
describes more qualitative factors. These profiles are partly informed by data gathered in expert interviews
and focus groups conducted in each of the Candidate Countries. We also identify the EU's most important
tools of integration and intervention in defence and security. These existing EU tools may be used in the
future to enhance resilience in the Candidate Countries; some have already been employed to do so—and
thus contribute to our considerations of their resilience. To summarise, we provide, on a low-medium-high
scale, an assessment of the resilience of each of the nine Candidate Countries to the employment of each of
the six military instruments identified in the first deliverable of this Work Package.

These assessments demonstrate various levels of exposure to the range of military instruments that may be
employed against the Candidate Countries by third state actors. The quantitative indicators demonstrate that,
with few exceptions, resilience in the Western Balkans and Eastern Neighbourhood is weaker than average
levels in the EU. This finding is supported by the more qualitative data collected through interviews and focus
groups conducted in the two regions, and by assessments found in open literature. The EU has several tools
of integration and intervention in the military and hard security domain that might assist in building resilience
in the Candidate Countries. However, apart from the presence of EUFOR in Bosnia and Herzegovina and the
EU’s remarkable efforts in supporting Ukraine through the European Peace Facility and the EU Military
Assistance Mission, these tools have had minimal impact, if they have been deployed at all.

In later work, we will identify and evaluate options for building a more resilient and stronger EU foreign,
security and defence toolbox to counter military threats on the European continent.
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1.INTRODUCTION

REUNIR Work Package 3 (military threats, aggression and defence resilience) aims to:

B identify and categorise threats posed by third state actors using military instruments against the nine
candidate countries (CC) of the Western Balkans (WB) and the Eastern Neighbourhood (EN) in the
timeframe 2025-2030;

B identify and evaluate the capabilities of the CC to respond to military threats and of the EU’s CFSP,
CSDP, neighbourhood, and enlargement toolboxes to assist the CC in their responses; and

B identify what is missing from the CC and/or EU toolbox to allow an effective response to military
threats and thus identify and evaluate options for building a more resilient and stronger EU foreign,
security and defence toolbox to counter military threats on the European continent.

This Working Paper concerns the second step in this process. It aims to understand how resilient the nine
CCs are to military threats, as well as the EU’s present capacity to assist in building resilience in the defence
domain in these countries.

1.1. Scope and Definitions

REUNIR has adopted the definition of resilience provided by the European Commission in its 2020 Strategic
Foresight Report: ‘the ability not only to withstand and cope with challenges but also to undergo transitions
in a sustainable, fair, and democratic manner’. The Commission thus stresses that in meeting challenges,
actors should not only be able to recover, but also to emerge stronger or ‘bounce forward’ (European Union,
European Commission, 2020, p. 6).

The Strategic Foresight Report considers resilience in four dimensions: the social and economic dimension;
the geopolitical dimension; the green dimension; and the digital dimension. The Commission’s work is
ongoing, and so far, offers no suggestions for how the ability to bounce forward might be assessed in any of
these dimensions. Rather, its prototype dashboards for monitoring resilience focus on the ability to withstand
and cope with challenges by including indicators for capacities and vulnerabilities. These are defined
respectively as ‘enablers and/or opportunities to navigate the transitions and face future shocks’, and
‘obstacles or aspects that can worsen the negative impact of the challenges related to the green, digital, and
fair transition’ (European Union, European Commission, 2024). The opposing construction of these
definitions suggests that indicators might be classified as either capacity or vulnerability depending upon
their intended use or context: for example, a numerical cybersecurity index indicates both capacity—the
allocated value—and vulnerability—the degree to which the allocated value falls short of the maximum. We

do not attempt in this Working Paper to label indicators as either capacity- or vulnerability-based.

Although the Commission notes, for example, the importance of security and defence cooperation within the
EU, it does not include vulnerability or capacity indicators for military or hard security aspects in its prototype
dashboards. However, it acknowledges that security might be included in a more comprehensive future
assessment within the geopolitical dimension (European Union, European Commission 2020, p. 38).
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As part of our assessment of resilience in the military domain in the CCs of the WB and EN, we include, in
section 2.1, several, mostly quantitative, indicators of capacity and vulnerability. Defence research makes
frequent use of these and similar indicators, but typically relates them to a state’s ability to conduct defence
and, by extension, to provide deterrence, rather than to any notion of resilience.! NATO, for example,
understands resilience as a civil preparedness effort that complements military efforts to defend territories
and populations; indeed, none of NATO'’s seven baseline requirements for national resilience —against which
Allies are expected to measure their level of preparedness—concern military aspects (NATO, 2024b).2
Defence activities, though, might also be seen as developing abilities to withstand and cope with (military)
challenges, and thus analogous to resilience as treated in the Commission’s Strategic Foresight work. This is
the approach we take in this Working Paper. Resilience as conceived by NATO is thus outside its scope, but
companion Working Papers deal with the resilience of the CCs in the economic and political realms
(Akhvlediani et al., 2025; Amoris et al., 2025) that touch upon some of the NATO baseline requirements.

It should be noted that capacities for resilience in the military domain may produce vulnerabilities in other
domains. An example is police numbers. While larger numbers of police provide greater capacity to deal with
military or other hard security threats, in particular sub-threshold threats, vulnerabilities may increase in
other domains due to the potential misuse of police forces to repress populations. Similar effects may also
be seen with military personnel numbers. In this Working Paper, we consider capacity and vulnerability
indicators only as they relate to dealing with hard security threats, and do not consider knock-on effects in
other domains.

A further point to emphasise is that, unlike in other domains, enhancing resilience in the military domain in
one state may impact threat perceptions in neighbouring states. For example, in the WB, Serbia’s generally
higher levels of military preparedness make it better placed than other states in the region to defend itself
(to be resilient against military attacks). But this higher level of preparedness also creates a threat to Kosovo
(Lawrence et al., 2025, pp. 15-16). In this Working Paper, we concern ourselves only with the assessment of
resilience in each CC and not with the regional impact, though these linkages will clearly need to be taken
account in later policy recommendations.

Finally, REUNIR’s analysis is informed by Katzenstein and Seybert’s work on control and protean power. These
authors associate what they term ‘calculable risks’ (i.e., ‘threats’ as used in REUNIR Work Package 3) with
‘control power’, which is demonstrated through relatively predictable behavioural, institutional, and
structural responses to events. They contrast ‘risk’ with the idea of inherently unpredictable ‘uncertainty’
which in turn they associate with the concept of ‘protean power’: ‘the results of practices of agile actors

1 States aim to deter aggression in part by communicating to a potential adversary that they have defence capacity
sufficient to impose unacceptable costs on an aggressor in defending against an attack (deterrence by denial), or
sufficient to impose punishing costs on any aggressor following an attack (deterrence by punishment) (Mazaar, 2018,
pp. 2-3).

2 The baseline requirements concern: assured continuity of government and critical government services, resilient
energy supplies, ability to deal effectively with the uncontrolled movement of people, resilient food and water
resources, ability to deal with mass casualties and disruptive health crises, resilient civil communications systems,
resilient transport systems.
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coping with uncertainty’ (Katzenstein and Seybert, 2018, p. 80). Our previous work on threats dealt only with
plausible, foreseeable military threats (‘calculable risks’, per Katzenstein and Seybert) to the security of the
WB and EN CCs as ‘uncertainties’ are, by definition, unforeseeable. Similarly, resilience is assessed against
here against foreseeable military threats only. Forecasting and foresight work to be conducted later in the
project will include considerations of uncertainty (Table 1).

Table 1. Theoretical framework for REUNIR’s threat and resilience assessments. Source: Bressan et al., 2024, p.8,
adapted by the original authors.

Nature of the

environment

Calculable Risk

Fundamental Uncertainty

Approach to future

Probabilistic thinking

Possibilistic thinking

Empirical basis

Structured data and causal models
available

No structured data and causal models
available

Foresight/threat

Prediction, forecasting

Scenario foresight

identification method

Policy responses Traditional responses and tools | Innovation is required [protean power]

can be sufficient [control power]

Under fundamental it is
identify

vulnerabilities and the ways they might

Relation to wvulnerability | Specific vulnerabilities associated uncertainty,

and resilience with known risks can be identified | harder to specific

and — ideally — patched. This also
increases overall resilience be exploited. Resilience can and should

be built in relevant areas

1.2. Methodology

The aim of this Working Paper is to develop an understanding of the resilience of the CCs in the military and
hard security domain to threats created by the employment of military instruments against them by third
state actors. In a previous Working Paper, we identified six military instruments that might be employed by
third state actors to create threats (Lawrence et al., 2025, pp. 8-10). In this Working Paper, we assess
resilience (or, in the terminology of the military domain, defence and deterrence) in each of the CCs against
these threats. To do so, we:

a) examine several, mostly quantitative, indicators of defence capacity and vulnerability in each of the
CCs;

b) profile the defence landscape in each of the CCs to identify and describe further qualitative factors;
and
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c) describe the EU defence tools and instruments that might also be employed to contribute to the
resilience of the CCs.

Data for the quantitative indicators of capacity and vulnerability was obtained through desk research.
Profiling of the defence landscape was based on desk research and on views obtained through expert
interviews and focus groups conducted in each of the CCs. The results are set out in chapter 2. In chapter 3,
we describe the EU’s defence tools and instruments and, where appropriate, their use in and with the
countries of the WB and EN, with a focus of any contribution this may have made to boosting resilience here.
In chapter 4, we summarise the resilience of each of the nine CCs to the employment of each of the six
military instruments.

Page 8



GU"'Q Working Paper 9: Resilience of Eastern Neighbourhood & Western Balkan countries to
military threats —June 2025

2. RESILIENCE OF THE CCS

2.1. Capacity and Vulnerability Indicators

In this chapter of the Working Paper, we present several indicators of capacity and vulnerability in the military
and hard security domain that may contribute to an assessment of the degree to which each of the CCs is
resilient against (or, conversely, vulnerable to) the employment of military instruments against them by third
state actors. For comparison, we include indicators for the EU, representing average figures for the Member
States (MS).

2.1.1. Defence Spending

Defence spending is widely used as a proxy measure of a state’s ability to defend itself against armed
aggression and, by extension, of its ability to deter such an attack. While real spending may be used to
compare the military capacity of two states, defence spending as a percentage of GDP is commonly used as
a comparative indicator of the willingness of a state to take defence seriously within the constraints of its size
and economy. Inthe European context, based on a guideline established by NATO a decade previously (NATO,
2014, para. 14), defence spending of 2 % of GDP has been considered an appropriate level. In the aftermath
of Russia’s full-scale invasion of Ukraine and the development of new regional defence plans within NATO,
and in the face of US pressure for Europe to do more for its own security, it has become apparent that NATO
Allies at least will need to spend much more—perhaps two or three times as much—in the future (Beale,
2025).

Figure 1 shows the defence spending as a percentage of GDP of the nine CCs and the EU average figure in the
period 2014 to 2024. In the WB, Serbia has maintained noticeably higher, even if decreasing, levels of defence
spending than both other states in the region and the EU average, with Bosnia and Herzegovina and Kosovo
bringing up the rear. In the EN, Ukraine, at war with Russia throughout the entire period and Georgia, partly
occupied by Russia since 2008, have maintained higher spending levels (Ukraine’s spending has rocketed
since Russia’s full-scale invasion). By contrast, Moldova’s spending has been the lowest of the nine CCs.
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Figure 1. Defence spending as percentage of GDP of the 9 CCand EU average from 2014 to 2023 Ukraine spent 25.9 %
in 2022, 36.7 % in 2023 and 34.5 % in 2024. Source: SIPRI (2025).
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2.1.2. Armed Forces Personnel

Armed forces personnel numbers, often reported relative to the total population to allow comparison
between states, may also be indicative of a state’s preparedness to defend itself against armed aggression.
Figure 2 shows these figures per 100 000 inhabitants for the nine CC and the EU average, distinguishing
between active, reserve and paramilitary forces. In the WB, Serbia’s already quite high numbers may be
further boosted if, as planned, it reintroduces conscription in 2025 (Government of the Republic of Serbia,
2024). No other state in the region has a compulsory military service policy, and overall troop numbers vary
across the region. Montenegro’s apparently large figure represents active armed forces of fewer than 3 000
and most likely arises due to the disproportionate impact of constructing western-standard combat units of
minimal credible size—in this case, essentially a battalion—from a very small general population. The lowest
rate of military personnel is in Kosovo, where the Kosovo Security Force is currently undergoing a
transformation from a lightly armed militia into a force with military capability (Muharremi and Ramadani,
2024, pp. 79-82).

The impact of Russia’s wars and occupations on this indicator is again evident in the EN, where Ukraine’s
population is heavily militarised and Georgia’s moderately so. Moldova stands out due to the high number
of reservists (58 000 in total) it can call upon.
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Figure 2. Numbers of armed forces personnel per 100 000 inhabitants (active, reserve and paramilitary) of the nine CC
and EU averagein 2024. Number for Ukraine estimated. Source: The Military Balance 2024, pp. 71-143, 184,189, 211.
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2.1.3. Defence Spending per Personnel

Defence spending per member of the armed forces is a combined indicator that may be used as a proxy
measure of the overall quality of armed forces, as it will include factors such as the sophistication of
equipment available for defence and levels of training of personnel. However, local economic conditions,
such as wage levels and purchasing power parity effects will also influence this indicator.

Figure 3 shows defence spending per active soldier in 2024. Clearly, for this indicator all of the CCsin the WB
and EN fall well below the EU average, perhaps indicating armed forces that are less prepared, in particular
for high-end contingencies. This supposition is supported for the NATO countries (Albania, Montenegro,
North Macedonia) who, until very recently, have spent large proportions of their defence budgets on
personnel and relatively small proportions on equipment (NATO, 2024a, p. 14).

The figure for Ukraine is 162, but this will have been heavily distorted by the large numbers of active
personnel in Ukraine’s wartime force structure.

Page 11



LR Working Paper 9: Resilience of Eastern Neighbourhood & Western Balkan countries to
military threats —June 2025

Figure 3. Defence spending (current USD) per active soldier of the nine CC and EU average in 2024. Sources: SIPRI
Defence expenditure database 2025; Military Balance 2024, pp. 71-143, 184, 189, 211.
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2.1.4. Police Numbers

Police officers also play an important role in a state’s preparedness to deal with the hostile employment of
military instruments. Their operations will be most relevant when military or quasi-military assets are used
in sub-threshold attacks. These cases may, depending on local jurisdictions be treated as civil police or
counter-terrorist responsibilities, at least in the first instance. Police forces continue to be responsible for
internal security in wartime and thus also contribute to civilian resilience as measured, for example, by
NATOQ’s baseline resilience requirements. Figure 4 shows police numbers per 100 000 inhabitants for the nine
CC and the EU average. With the exception of Albania and Georgia, numbers in the CCs are higher than the
EU average.
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Figure 4. Number of Police officers per 100 000 inhabitants of nine CC and the EU in 2022 (BIH and EU 2021) Source:
European Union, European Commission, 2023a-i.3
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2.1.5. Cybersecurity

o

o

o

Geopolitics are a strong driver for malicious cyber operations (European Union, Agency for Cybersecurity,
2024, p. 10), which can take many forms and manifest in many events. Cybersecurity is thus a key aspect of
resilience in the hard security domain. Figure 5 illustrates the National Cybersecurity Index score for the nine
CCs, as calculated by Estonia’s e-Governance Academy in September 2023 (the most recent date for archived,
rather than ‘live’, data). All CCs fall below the level of the aggregated EU score, with Serbia and Ukraine
showing the best performance. There are significant deficits in Bosnia and Herzegovina and Montenegro in
particular.

32023a, p. 43; 2023b, p. 48; 2023¢, p. 43; 20234, p. 43; 2023e, p. 46; 2023f, p. 53; 2023g, p. 40; 2023h, p. 54; 2023i, p.
56.
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Figure 5. National Cybersecurity Index of CC and the EU in 2023 (100 high, 0 low). Source: E-governance academy,
2023.
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2.1.6. Defence Industry

o

o

o

o

o

o

The existence of a defence industry may increase security of military supply and allow a state to continue to
defend itself against military attack when this might not otherwise be possible. In peacetime, a domestic
defence industry reduces the need for imports which may, depending on their source, have destabilising or
other adverse effects (Lawrence et al., 2025, pp. 21-22).

All CCs in the WB and EN except for Kosovo have defence industries, which are categorised in Table 2.4 Low-
level equipment production includes basic items such as small arms, explosives and ammunition; medium
level includes items such as missiles and artillery systems; high level includes advanced military equipment
such as armoured vehicles and fighter aircraft. While most CCs can sustain basic needs of low-level
equipment, only Serbia and Ukraine can produce equipment at the medium level.

Table 2. Capabilities of CC's defence industries, 2024. Source: the authors, based on The Military Balance, 2024, pp.
71,75, 115,117,132, 184, 189, 211.

Production of equipment
Country Existence
Low-level Medium-level High-level
ALB v v
BIH v v

4 Kosovo intends to open an ammunition production factory and a drone design facility (Bami, 2024).
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2.1.7. Corruption in Defence

Resilience in the defence domain may be weakened by corruption. Figure 6 shows Transparency
International’s assessment of the risk of corruption in five areas of defence in the eight of the nine CCs
(Moldova, no data) and an average value for 16 MS (Transparency International, 2015; Transparency
International, 2020).

Across the CCs, corruption poses the greatest risk in the operational sector (corruption risk in a country’s
military deployments overseas and the use of private security companies (Transparency International, 2024))
where all CCs except Georgia have at least a high risk. Montenegro is the CC with the highest levels of risk
overall: very high for total risk, and the worst results in four of Transparency International’s five categories.
The reasons for this are that the legislature in Montenegro barely uses its powers of control, information is
not transparent, and procurement is complex and presents a high risk of corruption (Transparency
International, 2020). Bosnia and Herzegovina, Georgia and North Macedonia are at the EU average in terms
of total risk, but still (including the EU) score only at the moderate level.
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Figure 6. Risk of corruption in the defence and security sector of the CCs (except Moldova) and 16 MS on average in
2020 (Georgia, 2015). Scale: Very-Low, Low, Medium, High, Very-High, Critical. Sources: Transparency International,
2020 (Georgia: Transparency International, 2015).

Financial

Operational

Personnel

Political Procurement Total risk

2.1.8. Trust in Institutions

The importance of the resilience of the population in the defence domain has been very evident in Russia’s
full-scale invasion of Ukraine (Bidenko, 2025). The Ukrainian armed forces were able to build on the broad
support and trust of the population, who themselves demonstrated high levels of will to defend. Figure 7
shows the trust of the populations of the nine CCs and the EU in their police and armed forces. Trust in police
forces only exceeds the EU average in Kosovo (75 %) and is notably low in Bosnia and Herzegovina (53 %),
Moldova (50 %), Montenegro (43 %) and North Macedonia (35 %). Perhaps unsurprisingly, Ukrainians have a
very high level of trust in their armed forces (95 %) while approval ratings for Bosnia and Herzegovina,
Montenegro and especially Moldova (30 %) are low.
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Figure 7. Trust of the population in state institutions and actors in 2024 (Moldova Police 2022). Percentages of nine CC
and EU’s population answering the following question: ‘Do you have trust in your country’s ...?". Grey including neutral
answers for Georgia. Sources: Regional Cooperation Council, 2024 (ALB, BIH, MNE, MKD and SRB); European
Commission, 2024d, pp. 42,43, 48,49 (EU); Caucasus Research Resource Center, 2024 (GEO); PISA/CBS, 2022, p. 54,
55 and Institutul de Politici Publice, 2025 (MDA); Razumkov centre, 2024 (UKR).
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2.1.9. Will to Defend

Figure 8 shows the will of the population to defend their country. All the CCs surpass the EU average in their

‘ves’ responses, although some also have higher ‘no’ rates. Levels of positive responses tend to be higher in
the EN countries (Georgia - 83 %, Moldova - 55 %, Ukraine - 62 %), but also in Albania (60 %) and Kosovo (79
%).
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Figure 8. Will to defend in the CC (except Montenegro) and the EU in 2024. Percentage of answers to the question: ‘If
there were a war that involved ---YOUR COUNTRY---, would you be willing to fight for your country?’ Source: Gallup
International, 2024.
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2.1.10. Capacity and Vulnerability Indicators - Summary

As part of the first task of REUNIR Work Package 3, we identified six military instruments that might be
employed by third state actors to produce threats in the military domain to the nine candidate countries
(Lawrence et al., 2025, pp. 8-10). The capacity and vulnerability indicators discussed in this chapter can assist
in assessing resilience against the use of these instruments, although not all will apply equally to each. Table
3 provides a mapping of the capacity and vulnerability indicators most relevant to assessing resilience against
the hostile military instruments.

Table 3. Capacity and vulnerability indicators most relevant to assessing resilience against military instruments.
Source: the authors.

Instruments Indicators

A. Armed attack Defence spending

Armed forces personnel
Defence spending per personnel
Police numbers

Cybersecurity

Defence Industry

Corruption in defence
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Trust in institutions

Will to defend

B. Armed presence Defence spending

Armed forces personnel
Defence spending per personnel
Corruption in defence

Trust in institutions

C. Sub-threshold attack | Defence spending

Armed forces personnel
Defence spending per personnel
Police numbers

Cybersecurity

Corruption in defence

Trust in institutions

D. Military training None (see section 4.4)

E. Arms transfers None (see section 4.4)

F. Defence cooperation | None (see section 4.4)

There is no ideal value for any of these capacity and vulnerability indicators, either globally (i.e.,
internationally agreed standards) or locally (i.e., taking account of particular national circumstances).
However, to provide a basis for comparison, we have included EU average values for each of the capacity and
vulnerability indicators discussed. While the EU’s performance is not advanced here as a standard to be
aspired to—the existence of the EU’s resilience building agenda (European Union, European Commission,
2020) is itself a recognition that there is work to be done by the MS—it may at least offer a measure of what
can be achieved in wealthy, democratic, security-conscious states, and thus be a benchmark against which to
compare the CCs.

Table 4 thus compares the capacity and vulnerability indicators discussed in this chapter with EU average
values.
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Table 4. Overview of indicators, results of nine CC compared with EU average. Source: the authors.

Indicator

Defence spending (2024)

Armed forces personnel

Defence  spending per
personnel

Police numbers

Cybersecurity

Defence industry

Corruption in defence

Trust in Police
institutions
Armed
‘Yes’
( ) forces

Will to defend (‘Yes’)

Key
CCis more than 20 % above EU average
CC is between -20 % and 20 % of the EU average

CCis more than 20 % below EU average

The summary table suggests that Serbia and Ukraine are the most resilient of the CCs overall (as discussed
earlier, however, the indicators that suggest greater resilience in Serbia may be problematic for other CCs in
the WB), while Albania, Bosnia and Herzegovina, Kosovo, Montenegro, North Macedonia and Moldova and
Georgia are all somewhat weak in various indicators. Broadly, resilience of the CCs in the military domain
may be adversely impacted by poor levels of defence spending per member of the armed forces, by the
capacity of local defence industries, and by weak trust in state institutions. However, it is clear that each CC
has its own strengths and weaknesses.
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2.2. Qualitative Factors

Our assessment of the degree to which each of the CCs is resilient in the military and hard security domain
against the employment of military instruments against them by third state actors is also informed by more
qualitative factors. These include aspects such as: armed forces structure and capabilities; military personnel
policies, for example the use of compulsory military service or the existence of reserve structures; civil-
military relations; crisis management processes and structures; cybersecurity processes and structures;
international, regional and bilateral defence cooperation arrangements; the scale and scope of defence
industries; and military culture (the ‘collection of ideas, beliefs, prejudices and perceptions which determines
anarmy’s response to the tasks which it is set by a political authority’ (Applegate and Moore, 1990, p. 302)).

The data is derived from interviews and focus groups conducted during the project, and from material from
the literature. As such, not all factors are assessed to the same extent in each of the CCs. For example, while
many interviewees were able to provide a general view on the overall capacity of a CC’s armed forces to
mount an effective defence against a third state military attack, relatively few had sufficient insights into the
state of civil-military relations or the nature of military culture to offer views of the impact of these factors
on resilience in the military domain.

These qualitative factors are described in the country profiles in Annex A to this Working Paper, and an
assessment of their contribution to resilience in the military domain is set out in chapter 4.
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3. CONTRIBUTION OF THE EU

In this chapter, we identify the EU's most important instruments and tools in the area of defence and security.
These are considered in two main categories: tools of integration are EU initiatives and programmes in which
the CCs might be included as third states; while tools of intervention are EU instruments that may allow the
Union to act directly in a third state.

In addition, there are tools of cooperation—agreements between the EU and third states as equal partners.
The EU maintains security and defence partnerships with several countries including three of the CCs:
partnership agreements were concluded with Moldova, Albania and North Macedonia in 2024 (as well as
with Norway, Japan and South Korea) (European Union, European External Action Service, 2024a, 2024b,
2024c). These partnerships reflect a new tailored model adopted shortly after the adoption of the Strategic
Compass, which includes ‘partnering’ as one of four pillars (European Union, European External Action
Service, 2024d). They regulate several areas of cooperation, depending on the mutual interests of the EU and
partner, for example, hybrid and cyber threats, counterterrorism, border management, and women peace
and security (Lazarou and Lamprou, 2025, p. 10).

We do not an attempt an exhaustive assessment of any of these tools as this has been covered in previous
research (for example: Engage, 2024; JOINT, 2024). The EU contribution is included in this Working Paper to
inform our policy recommendations, as existing EU tools may be used in the future to enhance resilience in
the CCs. Further, some tools have already been employed to contribute to the enhancement of resilience —
and thus to our assessment of resilience—in the military and hard security domain in the nine CCs.

3.1. Tools of Integration

3.1.1. Permanent Structured Cooperation

Permanent Structured Cooperation (PESCO) is a treaty-based instrument activated in 2017 that aims to
deepen cooperation between MS in building defence capabilities. All MS except Malta take part. PESCO
includes a set of ‘ambitious and more binding common commitments’ in defence, against which the MS
report progress on an annual basis (PESCO, n.d.) and a portfolio of projects. More than 60 are currently being
developed in all areas of defence, including training and facilities, land formations and systems, maritime, air,
cyber and C4ISR (PESCO, 2025). Third countries are also able to participate in PESCO projects: Canada,
Norway, the UK and the US have already done so.

Participation in PESCO is unevenly distributed, with only a few MS assuming responsibility as coordinators,
and many more observers than participants in many projects (although observers may later decide to join a
project). Other challenges include the limited resilience of the framework in the event of a reversal of MS
policy, the limited innovation of some projects, the cumbersome project initiation and management
procedures, the fact that some MS are using PESCO primarily to attract funding from the Commission, and
the fact that not all projects respond to the EU’s strategic priorities (Paolucci, 2021, Cordet, 2025, European
Union, Council of the European Union, 2024a). Overall, PESCO has not solved the core issue of the limited
integration of MS in the defence domain.
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Still, PESCO offers numerous advantages, including in-depth and frequent cooperation between the MS, from
which the defence industry also benefits through increases in efficiency. In addition, the capabilities of the
armed forces of the MS have been strengthened. Other advantages include more transparency, the possibility
of using project results in other operations and missions (NATO/UN) and the opportunity for neutral MS to
participate (PESCO, 2025; Paolucci, 2021).

As a tool of integration, PESCO could offer new opportunities to strengthen resilience in the military domain
in the CCs. In particular, the CCs’ defence industries, which lag behind the EU's capabilities, could benefit
from cooperation with European defence companies in terms of knowledge and production capacity. The
participation of Albania, Montenegro and North Macedonia in PESCO would also support the EU's goal of
ensuring that PESCO contributes to a strong European pillar within NATO (European Defence Agency, 2024).
Third countries may ‘exceptionally’ be invited to participate in PESCO projects provided that they meet
several political conditions, mostly related to security and defence convergence, meet the legal requirements
for working with the EU (of the CCs, currently only Serbia and Ukraine can meet these requirements), and
can make a substantive contribution to the project (European Union, European External Action Service,
2023).

3.1.2. European Defence Fund

Through the European Defence Fund (EDF), an instrument to promote collaborative research in the defence
sector through cooperation between companies, the EU has in the past few years invested public funds in
military technologies for the first time. From a budget of around EUR 7.3 billion for the period 2021 to 2027,
more than EUR 5 billion has already been invested to complement MS contributions: around EUR 1.7 billion
in defence research and EUR 3.4 billion in capability development (European Commission, 2025b).

The EDF funded 162 projects from 2021 to 2023 from more than 500 proposals in total (Brehon, 2025, p.8).
The Commission ensures that entities from all MS benefit from EDF grants, strengthening the position of
smaller MS. Criticism of the Fund has included its lack of transparency and oversight and concerns that public
money may be channelled into research into weapons that are problematic for the EU, and wider concerns
about spending EU budget funds on defence at all (Csernatoni and Martins, 2019, p.4).

EDF funding is contingent upon multinational cooperation in research and development projects with an
additional bonus scheme for PESCO-related projects. Unlike many EU funding schemes, the EDF is thus an
important mechanism for promoting defence cooperation among the MS (Brehon, 2025, p. 3) and, more
broadly, European integration. Third countries can participate in EDF projects but cannot receive funding
(European Commission, 2025b). However, the practical barriers for doing so are numerous, and it appears
that no ‘true’ third countries have taken part in EDF projects (Lawrenson and Sabatino, 2024, p.17).°

> Norway has participated as an associate partner.
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3.1.3. European Defence Industrial Strategy and European Defence Industrial
Programme

The European Defence Industrial Strategy (EDIS), a strategy intended to guide the development of the
European defence technical and industrial base (EDTIB) until 2035, was announced by Commission President
Ursula von der Leyen in September 2023. As well as strengthening the EDTIB, it aims to promote collaboration
in defence acquisition (European Commission, 2025f; Mejino-Lopez and Wolff, 2024, pp. 7-8). Specifically, by
2030, the joint procurement of military equipment is to account for at least 40 %, half of defence
procurement budgets are to be spent only on European products and 35 % of defence equipment is to be
traded only within the EU (European Union, European Commission, 2025e).

The European Defence Industrial Programme (EDIP) is the first measure proposed by the Commission under
the EDIS. A total of EUR 1.5 billion is to be invested between 2025 and 2027 to pursue the objectives of the
EDIS during the period of the current Multiannual Financial Framework. One particular focus of the EDIP is
Ukraine, which is proposed to participate in the programme (with different rules governing its participation
from other third countries which can only participate under similarly restrictive conditions to those
established for the EDF) and to receive support to recover from the war and to modernise its defence industry
(European Union, European Commission, 2025c; Clapp, 2024, p. 9; Santopinto, 2024, p. 11). In support of
these efforts, the EU Defence Innovation Office has been established in Kyiv to act as a mediator between
the Ukrainian and European defence industries as well as between political actors and to prepare Ukraine for
its EU membership and associated integration into the EU defence programme. The office is thus intended
to deepen the EU’s relationship with Ukraine and to provide innovative activities and responses directly to
the defence policy challenges facing its defence industry (European Union, 2025).

For other third countries, the EDIS offers ‘flexible cooperation, varying in form, scope and types of
participants in areas of shared interests’ (European Union, European Commission, 2024c). While the
Commission’s communications stress the benefits of such cooperation for the EU, third countries could also
benefit, for example through access to modern military equipment, development of their own defence
industrial bases, and reduced dependencies on supplies from states with possibly hostile agendas.

3.1.4. Security Action for Europe

The Security Action for Europe (SAFE) instrument was proposed by the Commission and High Representative
in their 2025 defence white paper (European Union, European Commission and High Representative of the
Union for Foreign Affairs and Security Policy, 2025) and approved by the Council in late May 2025 (European
Union, European Council, 2025c). The instrument will provide up to EUR 150 billion in loans to MS for the
collaborative procurement of defence capabilities in priority areas identified by the Council (European Union,
European Commission, 2025g, p.2).

In addition to permitting MS to use SAFE to procure equipment and supplies for Ukraine, the instrument is
intended to provide direct support to Ukraine’s defence industry by allowing it to participate in collaborative
procurements on the same footing as EU industry (European Union, European Commission and High
Representative of the Union for Foreign Affairs and Security Policy, 2025, p.11).
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SAFE should also allow (in addition to EFTA and EEA states) ‘acceding countries, candidate countries and
potential candidates, aswell as third countries with whom the Union has entered into a Security and Defence
Partnership ... to participate in common procurements’ (European Union, European Commission, 2025g,
p.14). More broadly, the defence white paper calls for ‘continuing mutually beneficial engagement and
cooperation in the field of security and defence with all like-minded European, enlargement and
neighbouring countries’ (European Union, European Commission and High Representative of the Union for
Foreign Affairs and Security Policy, 2025, p.19). Of the CCs, it lists Albania, Moldova, and North Macedonia
(with which the EU has a security and defence partnership) as well as Montenegro.

3.1.5. Participation in CSDP Bodies

Subsidiary bodies associated with the EU Common Security and Defence Policy (CSDP)—the European
Defence Agency (EDA), European Union Satellite Centre (EUSatCen), European Security and Defence College
(ESDC), and European Union Institute of Security Studies (EUISS))—pursue various forms of cooperation with

third countries (e.g., staff secondment).

The EDA offers a more formal arrangement in the form of a Framework Participation Agreement, which
regulates cooperation between the Agency and third countries and permits their inclusion in EDA
programmes. Of the CCs, only Serbia (2013) and Ukraine (2015) have completed such an agreement. Through
them, they both participate in the EDA’s activities under the Single European Sky Initiative (European Union,
European Defence Agency, 2025), while Serbia participates in a range of additional EDA initiatives including
air-to-air refuelling, helicopter initiatives, the collaborative database, and the EU SATCOM market (Becker et
al., 2025, p. 27).

All four bodies are important exchange platforms and symbols of integration with EU defence efforts. The
EDA offers opportunities for engagement in practical defence-related activities that contribute to

strengthening military capabilities.

3.2. Tools of Intervention

3.2.1. CSDP missions

The EU has conducted 11 missions in six of the CCs in the framework of the CSDP. Eight have been civilian,

three have been military missions. Six missions are ongoing. Table 5 provides an overview.
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Table 5. Overview of EU Missions and operations in the CC. Sources: European Union, European External Action
Service, 2025a; Flessenkemper and Helly, 2013; ‘Qu'est-ce que I'Eufor?, 2017; loannides, 2009; Kurowska, 2009.

Mission or operation Years Aim

) Establish a sustainable, professional and multiethnic police
EUPM Bosnia and

. 2003-2012 | service operating in accordance meeting European and
Herzegovina

international standards

) Military. Guarantee security to EU, monitoring the
EUFOR Concordia (MKD) | 2003-2003 | . ) .
implementation of the Orhid agreement

) Successor of EUFOR Concordia. Instead of soldiers, police
EUPOL Proxima (MKD) 2003-2005 ] .
officers were part of this mission

EUPAT (MKD) 2005-2006 | Successor of EUPOL Proxima

. . Assist the Georgian government to develop an overarching
EUJUST Themis (Georgia) | 2004-2005 S )
criminal justice reform strategy based on local ownership

EUFOR Althea 5004 Military. Support to armed forces, provide deterrence,
(BIH) establish safe and secure environment in the country

Monitoring to contribute to the stabilisation of the

EUMM Georgia 2008- . . .
situation after the 2008 conflict
Support rule of law institutions in Kosovo to increase
EULEX Kosovo 2008- effectiveness, sustainability and accountability and avoid
political interference
Sustainable reform of the civilian security sector, providing
EUAM Ukraine 2014- strategic advice and practical support for specific reform
measures in accordance with EU standards
] Military training and education of armed Forces by 24 EU
EUMAM Ukraine 2022- ) . .
MS and three third countries (conducted in EU states)
Enhance the resilience of the Moldovan security sector to
EUPM Moldova 2023-

hybrid threats

While primarily tools of intervention, CSDP missions may also be seen tools of integration as third countries
may contribute personnel. Of the CCs, the EU has concluded Framework Agreements for participation in EU
CSDP missions and operations with Albania, Bosnia and Herzegovina, Georgia, Montenegro, North
Macedonia, Moldova, Serbia, and Ukraine (European Union, European External Action Service, 2022).
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Albania and North Macedonia have contributed to CSDP missions (European Union, European External Action
Service, 2024a, 2024c). CSDP missions have had a substantial impact on resilience in the military domain of
the CCs in the WB and EN. EUFOR Althea provides a stabilising presence in Bosnia and Herzegovina, while

EUMAM Ukraine has relieved Ukraine’s armed forces of a considerable part of the burden of training
mobilised forces.

3.2.2. European Peace Facility

The European Peace Facility has, since 2021, provided targeted support to specific actors through the supply
of military and defence-related equipment, infrastructure, and technical support. It is implemented through
an off-budget fund with a value of EUR 17 billion for the period 2021-2027 (European Union, European
Council, 2025b). A second pillar of the EPF provides common funding for EU operations with a military
component, replacing the African Peace Facility and the Athena Mechanism.

By the end of April 2025, the EPF had supported 25 countries in Europe, Asia and Africa, including eight of
the nine CCs (excluding Kosovo). Table 6 provides an overview of the EPF assistance measures to the CCs.

Table 6. European Peace Facility measures for the CC. Balkan Medical Task Force including Albania, Bosnia and
Herzegovina, Montenegro, North Macedonia, Serbia and Slovenia. Source: European Union, European Council, 2025d.

Number of Total budget
Country Recipient / Aim
Measures (in EUR million)

Albania 1 13 Support of armed forces

Bosnia and

1 10 Equipment upgrade of tactical support brigade
Herzegovina

Montenegro 1 6 Strengthen capabilities of armed forces
North 3 37 Equipment for infantry battalion group,
Macedonia capability to support in CSDP operation
Balkan Medical 1 6 Equipment and material for medical units of the
Task Force armed forces
. Strength capabilities of armed forces and cyber-

Georgia 3 62.75 .

defence services

Finances non-lethal and lethal equipment for the
Moldova 6 157

armed forces, strength national resilience
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108385 + Support armed forces with equipment, training,
Ukraine 17 SRR medical services and other. Support also by
ammunition
Norway

EPF assistance has mainly been distributed to support the armed forces of the CCin order to bolster their
capabilities with modern equipment. A special feature is the assistance measure for the Balkan Medical Task
Force, which provided funding for five CCs and EU MS Slovenia. The EN countries, though, have benefited
more, with Ukraine receiving by far the most assistance. The EU’s decision, following Russia’s full-scale
invasion of Ukraine, to use the EPF to provide almost EUR 11 billion of lethal military assistance was taboo-
breaking. The EPF, originally conceived as a conflict prevention tool, has become a vehicle through which the
EU can intervene on one side of a conflict, with possible implications for its role as a global actor (Karjalainen
and Mustasilta, 2023, p.4). This assistance has been critical to Ukraine’s war efforts.

The EPF has thus become a popular and effective instrument of intervention. Its main challenge is that its
financing is unpredictable. Funding has been blocked by Hungary’s veto since March 2023 and the EPF has
relied instead on allocations from the extraordinary profits from Russian frozen assets (Bilquin, 2025, 1).

3.2.3. Act in Support of Ammunition Production and European Defence Industry
Reinforcement through common Procurement Act

The Act in Support of Ammunition Production (ASAP) was established in March 2023 for a period of two years
and with a budget of EUR 500 million to assist in the replenishment of ammunition stocks of the EU MS, a
large proportion of which had been supplied to Ukraine, and to deliver further ammunition to Ukraine. The
aim was not only to assist in procurement, but also to help speed up the production of ammunition in Europe
(European Union, European Commission, 2024a). In the first year of the Act, a total of 31 projects were
financed with the participation of 16 MS with a total volume of around EUR 290 million (European Union,
European Commission, 2024b).

The European Defence Industry Reinforcement through common Procurement Act EDIRPA, adopted in March
2024 incentivises the joint procurement of ammunition, air and missile defence, and platforms. A budget of
just over EUR 300 million will support 20 MS in implementing five collaborative projects. The EDIRPA
Regulation also allows MS to make Ukraine and Moldova recipients of their collaborative procurement
actions (European Union, European Commission, 2025d).

ASAP and EDIRPA offer models for future intervention actions in support of third states, through longer term
instruments (ASAP and EDIRPA will conclude in 2025 and 2027) would most likely be implemented through
EDIP and EDIS (European Union, European Commission, 2024c).

3.2.4. Rapid Deployment Capacity

The EU Rapid Deployment Capacity (RDC), initially proposed in the EU’s Strategic Compass (European Union,
European External Action Service, 2024d), is an instrument for rapid and flexible EU intervention in third
states in a crisis management role (Fitzgerald, 2024). Itis intended to allow the MS, upon unanimous decision,
to deploy a force of up to 5 000 land, sea and air components. The RDC was declared operational in May
2025 (European Union, European External Action Service, 2025b). The EU Battlegroups—effectively,
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predecessors to the RDC—were never deployed due to political, financial, and design obstacles (Castagnoli,
2024, p.2).

3.2.5. Military and Dual Use Sanctions

At the time of writing, the EU has implemented sanctions, including UN sanctions, against 30 countries. These
include seven sanctions against CC (Bosnia and Herzegovina, Moldova and Ukraine), although these are not
military or dual-use sanctions and are mostly directed against collaborators of Russia (EU Sanctions Map,
2025). Table 7 provides an overview of the EU’s military and dual-use sanctions, currently directed against 18
countries.

Table 7. Current military and dual-use sanctions implemented by EU and UN. Source: EU Sanctions Map, 2025.

Area of sanction Countries affected

Arms embargo Iraq

Afghanistan, Belarus, Central African Republic, Democratic Republic of
Arms export Congo, Haiti, Iran, Iraq, Libya, Myanmar, North Korea, Russia, Somalia,
South Sudan, Sudan, Venezuela, Yemen, Zimbabwe

Arms import Russia, Syria

Arms procurement Iran, Libya, North Korea
Critical infrastructure Russia

Dual-use good export Myanmar, North Korea, Russia

Embargo on  dual-use
Belarus, Iran
goods

Restrictions on military
Myanmar
training and -cooperation
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Military and dual-use sanctions may be employed by the EU in an attempt to change the behaviour of third
states. Russian individuals and entities including the armed forces, paramilitary groups and companies in the
military and defence sectors, have been the subject of substantial sanctions since the start of the full-scale
invasion of Ukraine and several dual-use goods have been embargoed (European Union, European Council
2025b). While such sanctions have certainly had an impact, the effectiveness of the EU’s sanctions regime
has been reduced by MS vetoes, patchy enforcement, and Russia’s evasive actions (Szyzszczak, 2025; Terrone,
2025).
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4. FINDINGS

In this chapter, we assess the resilience of each of the CCs to the possible employment of each of the six
military instruments against them. In our earlier work, we assessed the likelihood of employment of some
instruments against some CCs to be negligible—i.e., there is no threat to these countries—but we still include
aresilience assessment here. To assess resilience, the REUNIR Work Package 3 team aggregated the available
guantitative (section 2.1. of this Working Paper) and qualitative (section 2.2. and Annex A) data. Where
appropriate, these assessments also include the contribution to resilience of instruments and tools employed
by the EU and other actors, notably NATO, which is present mostly in the WB through the KFOR mission in
Kosovo and in the NATO memberships of Albania, Montenegro and North Macedonia. Inevitably a degree of
subjectivity is inherent in this process, but, asin our previous work, we suggest that limiting scoring to a very
coarse low-medium-high scale will largely smooth out the effects of assessor bias. While our results may be
imprecise, we propose that they are adequate to provide a broad but useful picture of the resilience status
of the CCs. The findings are summarised in Figure 9 and Table 8.

Figure 9. Overview of resilience of CCs against the military instruments. Source: the authors.
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4.1. Armed Attack

While populations in the WB show high levels of readiness to defend their countries, the ability of these CCs
to do so is strongly curtailed by weak state defence arrangements. This is perhaps a factor in relatively low
levels of trust shown in armed forces across the region. Defence spending is mostly low when compared to
(now outdated) European expectations and is especially weak when considered on a spending per active
soldier basis. These structural problems are variously compounded by issues such as recruitment and
retention problems, inefficiencies in planning and spending, capability limitations, and the impact of
corruption. Furthermore, defence industries are mostly small to non-existent, meaning that the WB CCs must
rely on external supplies for their defence needs. Experts throughout the region largely agree that the armed
forces of the WB CCs are not fit for purpose and would struggle to defend their countries in a crisis. As a
result, levels of deterrence are also low. Serbia is by some measure the most significant military power in the
region, giving it greater capacity for defence and deterrence compared to its neighbours. Even so, it is
perceived to have armed forces that are inadequate to provide the underpinning required for a credible
policy of military neutrality.

However, Serbia aside, resilience against the threat of armed attack in the CCs of the WB is substantially
boosted by their cooperation with international military actors. NATO membership is considered essential for
the military security of Albania, Montenegro, and North Macedonia. Membership status requires Allies to
conform with NATO standards, improving the quality of local armed forces. Above all, the expectation of a
collective response under Article 5 of the Washington Treaty to any armed attack is a key element of
deterrence in these CCs. Resilience to armed attack in Bosnia and Herzegovina, and Kosovo, meanwhile, is
enhanced by the presence of EUFOR and KFOR respectively. Personnel from these peace support operations
assist in the development of indigenous armed forces while the promise of an international response to any
attack is also a strong deterrent here.

Although Georgia and Moldova also benefit from bilateral relationships with external military actors, these
arrangements do not include the security guarantees present in the WB. Their armed forces, however, suffer
deficiencies similar to those of the WB CCs, mostly founded on poor or mistargeted defence spending. In
Georgia, the creeping politicisation of the upper levels of the armed forces is an additional problem. Neither
country would be able to deal with a military attack from Russia, essentially the sole source of military threats
in the region.

Ukraine is a clearly very different case as, at the time of writing, it is engaged in the fourth year of a full-scale
conventional war initiated by Russia’s unprovoked attack on its territory. The fact that Ukraine continues to
defend itself against a large and determined enemy is testament to its military resilience against armed
attack. This has increased throughout the duration of the war, notably through innovations in strategy, tactics
and technology that have allowed Ukraine to pursue asymmetric approaches that minimise the advantages
of its enemy, and through the transition of its economy and industry to ensure security of supply through
domestic production capacity. Nonetheless, it remains the case that Ukraine is heavily dependent on material
and financial assistance from its western supporters. Furthermore, President Zelenskyy’s insistence upon
western security guarantees as a condition for lasting peace also indicate that without strong cooperative
relations with other military actors, Ukraine would struggle in the event of a future Russian attack. Overall,
we assess that Ukraine has a medium level of resistance against the employment of this instrument.
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4.2. Armed Presence

Similar arguments to those presented for resilience against armed attack also apply to resilience against
armed presence. In our earlier threat assessment work, we assessed that threats derived from the
employment of this instrument are negligible in Albania, Bosnia and Herzegovina, North Macedonia,
Montenegro, and Serbia; nonetheless, we provide an assessment of their resilience against this this threat
here.

Beyond the WB, the evidence is that NATO membership certainly does not prevent the employment of this
instrument against Allies, who frequently experience small- and large-scale provocations (Clem and Finch,
2021; Estonian Foreign Intelligence Service, 2022, pp. 13-15). Nonetheless, Allies can be confident that any
serious attempt to intimidate or coerce them would likely lead to the invocation of Article 4 of the North
Atlantic Treaty, and a collective NATO response that would reduce the risk of escalation.® In the extreme case
of attempted nuclear coercion, NATO Allies are also protected by the Alliance’s nuclear deterrence policy and
forces (NATO, 2023a). We thus assess that Albania, Montenegro, and North Macedonia have high levels of
resilience against this instrument.

The generally weak armed forces in the remaining CCs of the region, however, prevent them from including
credible military components in their responses to the employment of this instrument. Kosovo, which is in
the process of building (light) armed forces, has a low level of resilience, while we assess Bosnia and
Herzegovina and Serbia to be at the medium level. Historically, the presence of KFOR has not prevented
Serbia from assembling large forces close to Kosovo’s borders in response to developments it has considered
contrary to its interests (Lawrence et al., 2025, p. 16).

Once again, the situation is somewhat darker in the eastern neighbourhood. Russia has, for some years,
maintained an armed presence in both Georgia (Abkhazia and South Ossetia) and Moldova (Transnistria),
degrading the security of the two countries. The disparity in size and capability between the Russian armed
forces and those of Georgia and Moldova, and the high risk of escalation, essentially precludes any restorative
actions. Resilience against this instrument is thus low for both countries.

Because of its large wartime structure, Ukraine is better able to deal with Russia’s military presence in Belarus
and Transnistria, and with Belarus’ own military presence close to Ukraine’s borders. We assess this to be
high. There are, however, costs for Ukraine in constructing resilience against this instrument as it must
maintain a blocking presence in the vicinity of these intimidatory forces and away from the contact line.

4.3. Sub-threshold Attack

Sub-threshold attacks may take a wide variety of forms and occur on a large range of scales. As with large-
scale presence, NATO membership does not appear to deter the employment of this instrument—even less

® ‘The Parties will consult together whenever, in the opinion of any of them, the territorial integrity, political
independence or security of any of the Parties is threatened’ (NATO, 1949). Article 4 has been invoked seven times in
NATO’s history, twice following Russian aggression in eastern Europe, and five times over tensions in the Middle East
(NATO, 2023b).
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so as the Alliance is insistent that ‘[t]he primary responsibility to respond to hybrid threats or attacks rests
with the targeted country’ (NATO, 2024c). In these circumstances, resilience is negatively impacted by the
weaker armed forces and crisis management processes apparent in both the WB and the EN countries.
Nonetheless, NATO policy has begun to shift in the light of increasingly audacious sub-threshold attacks
against Allies (Maciata, 2025) and the Alliance has been clear for some years that (presumably in extreme
circumstances) hybrid attacks could lead to the invocation of Article 5 (NATO, 2024c). Resilience against this
instrument should thus be higher for NATO Allies in the WB.

On the downside, cybersecurity appears to be problematic in the region, with most CCs falling some way
below the EU’s (admittedly, probably high) standards. Both quantitative and interview data indicate that
while the CCs have good intentions in this field, plans may not be implemented due to budgetary and other
constraints.

In the EN, Georgia is the CC most exposed to threats arising from the employment of this instrument. Like in
the WB, this resilience is weakened by a combination of inadequate military capability, crisis planning, and
cybersecurity mechanisms. Moldova is in a slightly better position, at least in part due to the establishment
of NATO Cyber Response Capability Center in Chisinau. Ukraine, through its experience in wartime and its
receipt of external support, has developed high levels of resilience to sub-threshold attacks, including in the
cyber realm.

4.4. Military Training, Arms Transfers, Defence Cooperation

These three instruments encompass activities through which a third state actor provides various types of
military capacity-building assistance in states or sub-state groups with which it has coincident interests. We
have previously assessed that threats derived from the employment of some of these instruments in some
of the CCs are negligible. Elsewhere, these efforts may have destabilising effects, which may be intended or
unintended. There is, however, little that the CCs can do directly to build resilience against the employment
of these instruments as, by definition, the hostile actions take place beyond their borders and between third
actors. We thus assess that all CCs have low resilience against each of these instruments.

This line of thinking does not mean, however, that there are no consequences for the CCs if third state actors
employ these instruments. The strengthening of the armed forces of recipient states through better training
and equipment may mean heightened threats for the CCs, who might themselves need to take steps to
mitigate these consequences, for example, by enhancing their own military capability, or building
partnerships with other states. However, the direct effect of these heightened threats will be felt in the
employment of instruments against the CCs by the recipient states (armed attack, armed presence, sub-
threshold attack). CC resilience is better assessed in relation to these directly employed instruments, as we
do in this Working Paper.

Table 8. Overview of resilience of CCs against the military instruments. Source: the authors.

Instrument ALB BIH KOS | MNE | MKD | SRB GEO | MDA | UKR

A. Armed attack
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B. Armed presence

C. Sub-threshold attack

D. Military training

E. Arms transfers

F. Defence cooperation
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5. CONCLUSIONS

Resilience assessments conducted for each of the CCs of the WB and EN demonstrate various levels of
exposure to the range of military instruments that may be employed against them by third state actors.
Quantitative indicators demonstrate that, with few exceptions, resilience in these regions is weaker than
average levels in the EU. This finding is supported by more qualitative data collected through interviews and
focus groups conducted in the two regions, and by assessments found in the open literature. The EU has
several tools of integration and intervention in the military and hard security domain that might assist in
building resilience in the CCs but, apart from the presence of EUFOR in Bosnia and Herzegovina and the EU’s
remarkable efforts in supporting Ukraine through the EPF and EUMAM, these tools have had minimal impact,
if they have been deployed at all.

The situation in the EN countries looks somewhat bleaker than it does in the WB. The EN countries are
relatively powerless in the face of severe Russian military threats and are susceptible to the hostile actions
of third states (mostly, again, Russia) in their neighbourhood. While Ukraine’s resilience against Russia’s full-
throated military aggression has been extraordinary, it has still depended heavily on political, financial, and
military support from a coalition of allies to sustain the fight. In the WB, meanwhile, the NATO Member States
are better positioned than the non-NATO states as far as resilience is concerned, with Kosovo appearing to
be the most exposed country in the region. Cooperation with other actors appears to be a determining factor
in the resilience of countries on Europe’s peripheries.

But this situation is not irreparable. Measures to patch resilience to foreseeable threats (‘risks’ in the
terminology of Katzenstein and Seybert who provide the theoretical framework for our work) can be
identified and applied, either by the CCs themselves, or with the assistance of other actors such as the EU. In
turn, such corrective measures in the realm of control power might also enhance general resilience, leaving
the CCs better able to ‘navigate[d] the fluid environment surrounding them’ (Katzenstein and Seybert, 2018,
p.85)) and thus to exhibit protean power. This conclusion would appear to offer at least a partial challenge to
Katzenstein and Seybert’s notion that protean power ‘cannot be harnessed consciously’ (Katzenstein and
Seybert, 2018, p.82)) and thus deserves further attention in our work.
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ANNEX A — COUNTRY PROFILES

A.1. Albania

The 2024 security barometer showed that most Albanians still consider corruption (67.5 %) and organised
crime (33.5 %) to be their country’s most serious security threats. At the same time, the number of
respondents who see war with other countries as the main threat has increased from 7.6 % in 2020 to 30.5
% in 2024. Russia and Iran are the two countries whose influence is seen as harmful (68.3 % and 63.1 %
respectively), whereas US and Turkish influence is viewed positively and China ambivalently (neither positive
nor negative) (Dyrmishi et al., 2024, pp. 29-36).

Albania is ranked 78/145 by the 2025 Global Firepower review—an improvement on the 90% rank it occupied

in 2024. This improvement shows the country’s ambition to transform itself into a security provider (Jano,
2022, p. 50) and is due to the government’s investment in its defence sector as laid out in its National Security
Strategy. As a NATO member state, the country is currently increasing its defence spending to the 2 % NATO

target and has communicated its desire to become an active partner in multilateral security operations.
However, Albania’s defence budget planning has notable imbalances (Duro, 2023, pp. 4-5, 7). A portion of
the allocated funds is directed toward activities and capabilities that fall under the responsibilities of other
ministries, such as the Ministry of Interior and the Ministry of Health. As a result, the actual value of the
defence budget is estimated to be less. While allocations for personnel and equipment are near optimal,
spending on infrastructure exceeds 9 % of the defence budget—three times the typical NATO standard of
under 3 %—often at the expense of equipment investments. This misallocation has contributed to critical
capability gaps within the Albanian Armed Forces (AAF). Essential capabilities, such as field artillery, medical
and engineering support, and chemical defence, are insufficiently resourced, leading to a gradual erosion of
specialised skills. Despite recent efforts to improve wages and benefits, the AAF continues to struggle with
attracting qualified personnel, leaving several units—some of them high-priority—understaffed. Additionally,
the defence budget bears the financial burden of Albania’s Civil Emergency Agency, accounting for
approximately 7.5 % of total defence spending, further straining military resources as the AAF remains the
primary responder to civil emergencies (Duro, 2023, p. 4).

In terms of international partnerships, Albania ‘considers the Atlantic Alliance as the cornerstone of the
common security’ (Republic of Albania, 2024b, p. 13) and is strongly dedicated to its relationship with the
US, a relationship that influences domestic politics as Albanian leaders often align their policies with US
interests (interview ALB02). Inits National Security Strategy, the country commits to multilateral cooperation,
first and foremost as an active member of NATO, but also mentioning NATO-EU cooperation and the UN. In
November 2024, Albania signed a new Security and Defence Partnership with the EU. In the framework of

this partnership, Albania and the EU will increase cooperation in areas such as crisis management and
cybersecurity. Lastly, Albania is also committed to strengthening its bilateral relations with NATO, EU, and
other countries in the region. One example of this commitment, is the joint declaration of cooperation on
defence that Albania signed with Kosovo and Croatia in March 2025, which ‘focuses on developing defence

capacities, advancing defence industry and technology, and improving military interoperability’.
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In order to further strengthen its army, the government committed to increase its defence spending to 2.5 %
of its GDP in its Armed Forces Development Plan 2024-2033, which in turn is guided by NATO planning
requirements with additional national requirements related to military support to the civil authorities

(interview ALBOA4). It foresees a gradual increase in active personnel from the current 8 000 to 9 500 in 2033
with an increased reserve force (currently at 2 000). At the same time, it is committed to modernising its

infrastructure, in particular the Air Base in Kugové which re-opened in 2024, and its equipment, by acquiring
Black Hawk helicopters and unmanned drones. With the support of EUR 50 million in funding from NATO, the
Kugové Air Base is being transformed into a hub for NATO air operations. At the beginning of 2024, Albania
received its first two Black Hawk helicopters with the support of USD 50 million in US assistance. Critics

suggest, however, that the military's modernisation efforts have been inconsistent, and there is a perceived
lack of seriousness regarding defence among political leaders, in part due to an over-reliance on the
protection offered by NATO membership and a failure to understand the responsibilities that come with
alliance membership (interview ALBO1).

Albania’s civil-military relations have evolved in form but remain constrained in substance, shaped heavily by
its communist legacy and post-transition political culture. While steps toward adopting western-style civil-
military norms have been taken—Ilargely driven by the obligations of NATO accession rather than domestic
democratic commitment—meaningful democratic oversight remains weak (Dafa, 2021, p. 39). Defence policy
has often been executed with minimal legislative involvement. The legacy of party dominance over the
military persists. Defence institutions are largely subordinated to executive authority, thereby sidelining the
legislative institutions, independent oversight bodies, and civil society organisations. Although formal
reforms aimed at establishing democratic control were adopted, in practice civilian control has been narrowly
interpreted as executive dominance, rather than balanced oversight by all democratic institutions. The role
of civil society remains marginal. Civil society organisations lack both the expertise and access to hold defence
institutions accountable. Furthermore, parliamentary oversight is undermined by political patronage and
limited institutional capacity (Karabelias, 2020). Thus, in Albania’s civil-military relations, old power dynamics
and military burdens from the communist era endure (interview ALBO1) under the fagade of reform.

A current Albanian government priority is increasing resilience in the cybersecurity domain. According to its
National Security Strategy, Albania adopts a ‘holistic approach’ to prevent and respond to cyber threats ‘by
improving security techniques, procedures and standards; building capacity through education and
awareness; continuously improving technology; ensuring online safety for children and youth; and
strengthening public-private partnerships at the national and international levels by developing cyber
diplomacy’ (Republic of Albania, 2024b, p. 19). The first policy goal of Albania’s National Cybersecurity
Strategy 2020-2025 (Republic of Albania, 2020) is to protect the country’s information infrastructure and to
strengthen its technological and legal tools. In order do to so, Albania has committed to improving the legal
framework through the provision of norms and aligning it with EU legislation, and to establishing incident
response teams in all sectors. By 2022, the majority of activities related to this goal (61.2 %) were already
realised (National Cyber Security Authority (Albania) (NKSA), 2024). In 2025, Albania adopted a Law on
Cybersecurity (No. 24/2025), further improving its legal framework to address cyberattacks. The law
contributes to Albania’s resilience and capacity to counter cyberattacks ‘through its focus on cyber incident
response, information sharing, and critical infrastructure protection’ (Bino, 2024, p. 5).
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Albania’s Cyber Defence Strategy 2024-2028 seeks to further develop resilience through a risk-based systems
approach enhancing the country’s capacities to respond to cyberattacks (Republic of Albania, 2024a).
However, as with its military capacities, funding and financial resources are likely to hamper the building of
effective resilience capacities, as the Cyber Defence Strategy did not secure a budget for its implementation
(Bino, 2024, p. 10). The government has also failed to properly evaluate the damage caused by cyberattacks,
creating a vulnerability in Albania’s cyber defence (interview ALBO1). Repeated successful attacks on
government digital infrastructure suggest that cyber resilience is rather weak (interview ALBO3).
Furthermore, the change in US aid policy with the coming into office of US President Trump in January 2025
has also affected Albania’s security sector and, therefore, its ability to develop its resilience to security
threats. US funding was suspended to Albania’s Ministry of Defence and National Cybersecurity Authority.

In sum, the Albanian government is undertaking important steps to strengthen its defence and cybersecurity
architecture. The country’s commitment to increasing defence spending, modernising its armed forces, and
aligning with NATO standards reflects its ambition to become a credible security provider in the region.
However, persisting issues such as budgetary misallocations, capability gaps, civil-military imbalances, and
limited democratic oversight hinder the effectiveness and sustainability of these efforts. In the cybersecurity
domain, Albania has demonstrated a proactive policy approach, yet the lack of dedicated funding risks
undermining its implementation.

A.2. Bosnia and Herzegovina

Bosnia and Herzegovina’s defence and security environment remains complex and deeply fragile, shaped by
a fragmented political system and increasing external influences. While external actors, especially Russia, and
problematic regional relations continue to have a destabilising influence, the most pressing threat comes
from within—from the secessionist tendencies of the leadership of Republika Srpska (RS). This internal
challenge poses a serious risk to BiH’s sovereignty and institutional stability (interview BIHO1).

Bosnia and Herzegovina is exposed to a range of threats: internal separatist pressures (from RS), foreign
influence (mostly political and economic, from Serbia, Russia, Hungary, and China), and demographic and
social instability (driven by incoming migration, but also ‘brain drain’). Bosnia and Herzegovina is often
perceived as ‘the weakest spot in the Western Balkans’ (interview BIH02). Serbia, Russia, and Hungary have
openly supported the undermining of Bosnia and Herzegovina’s constitutional order, with Russia viewed as
the main source of malign influence and Serbia as the key channel through which that influence is amplified
within the country (interview BIHO1).

When it comes to defence capacities, the reform of the armed forces of Bosnia and Herzegovina is broadly
considered one of the most successful post-war transformations in the country, compared, for example, to
police reform. The current structure features multi-ethnic brigades and a power-sharing model that reflects
the ethnic composition of the state. Members of the army are perceived to be professional, and to avoid
involvement in the political arena (interview BIH02). The army’s symbolic function is often emphasised in the
sense that it gives ‘psychological security to the population’ (interview BIHO3).

However, concerns exist over the operational readiness and capacity of the armed forces in the event of a
real crisis. Despite the structural strengths, the military is hindered by underfunding, with defence spending
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persistently below 1 % of GDP (SIPRI, 2025). Most funds are allocated to salaries, while new equipment is
mostly sourced from donations. Given the growing security threats in the region and beyond, funding for
defence capacities must increase (interview BIH02). Bosnia and Herzegovina has retained a modest defence
industry with expertise in small arms and ammunition and the potential for production of substantial volumes
of ammunition. But the ownership and oversight of foreign actors, like Serbia, creates the possibility of

misuse (interview BIH03).

Adding to concerns is the paramilitary capacity of RS, especially given training organised by the Ministry of
Interior with Russian and Hungarian experts, and systematic equipment buildup (interview BIHO2). The RS
police is often used to protect the political leadership, for example during the events of March 2025 when an
arrest warrant was issued for RS President Milorad Dodik, while he was also losing support among RS citizens
(interview BIHO04).

Bosnia and Herzegovina’s resilience to external threats is limited and dependent on partners such as NATO
and the EU through EUFOR. The EUFOR Althea mission continues to provide a stabilising presence and was
recently reinforced with additional special forces personnel (interview BIHO5). Future membership of NATO
is seen as crucial to provide protection from external threats, and an opportunity to align the country’s values
with those of the Alliance, promoting political stability and security (interview BIH02). Long-term resilience
will require reforms to the judiciary, increased defence funding, political unity, and a more assertive response

from international actors.

A.3. Kosovo

From a security point of view Kosovo is a quite peculiar case, as it remains a semi-recognised state under the
tutelage of international organisations operating under a UN mandate. Only recently has it seriously
endeavoured to build its independence in the security field as well.

Kosovo's security is primarily underpinned by external actors, in particular NATO, the EU, and the US
(interview KOS02). On the military side, NATO maintains its presence with the Kosovo Force (KFOR), in charge
of preventing new hostilities and ensuring a secure environment. Deployed in 1999, in the context of the
Kosovo conflict, NATO has over time reduced the size and tasks of its mission but retains its deterrence role.
It currently consists of approximately 4 500 troops (NATO, 2025). Besides, the EU has also deployed a civilian
mission—the European Union Rule of Law Mission in Kosovo (EULEX)—operational since 2008, following
Kosovo’s declaration of independence, when ittook over from the United Nations Mission in Kosovo (UNMIK)
(Mulleti, 2023). EULEX's personnel is capped at 503, with the latest data indicating that it currently has
approximately 450 staff members (European Union, European External Action Service, 2020).

This military-civil cooperation between NATO and other international organisations in Kosovo was established
during the 90s conflict in the field of humanitarian affairs and peacebuilding and continues to this day to
ensure security on the ground. Overall, the cooperation between KFOR and EULEX has been assessed to be
quite effective. In their mandates, KFOR oversees military matters, while EULEX is responsible for the police.
However, some overlaps persist, notably with KFOR retaining a policing role and, more broadly, a more
significant and leading presence. With greater resources and a wider territorial reach, KFOR often takes the
lead in civilian matters as well (Mulleti, 2023; Pugh, 2000). The two organisations cooperate through a
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standardised protocol for border patrol and crossings, exchange of information and intelligence, military
support for police operations and procedures on response to civilian disturbances, and finally crowd and riot
control (Mulleti, 2023). There are concerns within Kosovo about KFOR’s effectiveness in controlling the
border with Serbia and preventing destabilising actions from various illegal parallel structures, organised
criminal groups, and extremist factions, including larger-scale attacks similar to the Banjska incident
(interview KOSO01; interview KOS02). However, the internal security situation in northern Kosovo has
improved following the withdrawal of irregular armed groups that had been operating in northern Kosovo (it
is estimated that around 400 to 600 individuals, primarily linked to Serbian paramilitary structures, left
Kosovo to avoid judicial prosecution (interview KOS02).

Kosovo does not have a long-established military culture and perhaps lacks strategic preparedness and
political will to address military risks (interview KOSFGO1). The Kosovo Liberation Army, a guerrilla movement
which fought against the government in Belgrade in the name of Kosovo’s independence in the 90s conflict,
was dissolved at the end of the war as part of the demilitarisation process. Many of its members joined the
newly established security forces, first the Kosovo Protection Corps, then replaced by the Kosovo Security
Force (KSF) (NATO, 1999; Sullivan, 2025).

In this framework, Kosovo’s own national security forces have remained limited in size. The Kosovo Security
Force was set up in 2009 to defend the sovereignty and territorial integrity of the country, overseen by
national civilian authorities. Lightly armed and made up of volunteers, it was mainly charged with civil
defence, emergency response, explosive ordnance disposal, management of hazardous material, and
firefighting (Cantone, 2025; NATO, 2025). Besides, Kosovo has a police force, the Kosovo Police (KP),
composed of about 8 000 officers (Kosovo Police, 2023). The KSF and KP have also been integrated into the
cooperation between KFOR and EULEX for civilian security. The Kosovo Police is the first responder to security
incidents, with EULEX acting as the second and serving as a liaison between the KP and KFOR. As for the KSF,
it has also participated in KFOR-EULEX ‘Balkan Hawk’ joint field exercises (Mulleti, 2023).

Although NATO has not favoured the building of an actual national army in Kosovo in the name of stability in
the region (Vulovi¢, 2023), Kosovo has worked in recent years to develop its own army with enhanced
capacities. The process was initiated in 2018 with the passage of a law to transform the 2 500-member KSF
(plus 800 reservists) into the Kosovo Armed Forces, which is set to grow to 5 000 personnel (plus 3 000
reservists) by 2028 (Cantone, 2025; Itsik et al.,, 2024; Kenez, 2024; NATO, 2025). Alongside this
transformation, the budget dedicated to defence is planned to be raised to 2 % of GDP, with further
investments in all security sectors (Office of the Prime Minister (Kosovo), 2022). New efforts have also been
directed toward creating Kosovo’s defence industry, including the construction of its first state arms
production and drone design factory, as well as the purchase of weapons from abroad (Bami, 2024). For
instance, Kosovo bought Bayraktar drones from Tirkiye and Javelin missiles and Black Hawk helicopters from
the US (Cantone, 2025). In November 2024, the Prime Minister stated that since 2021, Kosovo has ‘doubled
the number of soldiers, tripled the Ministry’s defence budget, quadrupled overseas training opportunities
for [their] officers, non-commissioned officers, and soldiers, and significantly increased investments in
armaments and ammunition’ (Dimitrievska, 2024).

Alongside these efforts, Kosovo has also striven to diversify its international partnerships in security. It already
has established partnerships with NATO Allies, given the organisation’s direct involvement in the country,

Page 41


https://www.swp-berlin.org/wissenschaftler-in/marina-vulovic

@Q Working Paper 9: Resilience of Eastern Neighbourhood & Western Balkan countries to
military threats —June 2025

with the partnership with the US being especially significant. In 2011 the lowa National Guard-led State
Partnership Program was launched, which has ‘the long-term goal of building and expanding partnerships
with the KSF, which will help Kosovo promote regional security and cooperation’ (Department of State (US),
2021). Moreover, it has recently taken steps to strengthen its military ties and cooperation with several
actors, such as Tirkiye, with which it signed a military framework agreement in 2024. Besides arms sales,
Turkiye has been involved in joint military exercises and in the training of the KSF forces on advanced weapon
systems, tactical operations and border security management (Kenez, 2024). In its own region, it has also
developed defence cooperation with Albania, with which it signed a cooperation agreement in 2021
(Trkanjec, 2021). Seeking to enhance their interoperability and operational capacities, the KSF and Albanian
Armed Forces regularly conduct joint training and exercises (Ministry of Defence (Kosovo), 2023). A defence
agreement, the ‘Declaration on Strengthening Defence Cooperation’, was also signed in March 2025 between
Kosovo, Croatia and Albania, calling for joint responses to security challenges in their region (Tesija and Bami,
2025; interview KOSFGO01).

This new investment in security and defence is also visible in the field of cybersecurity, which has been
necessary due to Kosovo’s increasing digitisation (interview KOS01). Whereas in 2015, Kosovo’s cybersecurity
landscape and capacities were assessed to be at a very initiating or formatting stage (Bada, 2015), in a ten-
year span, they have been significantly transformed. On top of the Kosovo Security Strategy 2022-2027, which
already stresses the necessity to strengthen the country’s cybersecurity capacities (Krogi, 2023), Kosovo also
adopted a new National Cybersecurity Strategy 2023-2027, exposing Kosovo’s strategic directions and
objectives ‘aiming to improve the security and resilience of national infrastructures and services’ (Ministry of
Internal Affairs (Kosovo), 2023). The government has also initiated the creation of other cybersecurity
structures, namely the National Cybersecurity Unit (KOS-CERT) in charge of incident response and awareness,
the Agency for Information Society of Kosovo (ASHIK), the Kosovo Security Council (KSC), the Kosovo Police
Cybercrime Unit and the Cybersecurity Centre of Excellence (CSOC) (Balkans Policy Research Group, 2023).

A new cybersecurity law was also adopted in 2023, outlining the responsibilities of authorities, promoting

inter-institutional cooperation, and enhancing the security of information systems and networks. It led to the
creation of the Cybersecurity Agency as a centralised body overseeing cybersecurity matters. With these
structures and legislations in place, Kosovo has proved efficient in fighting cybercrime (Bugaj, 2024).
Nevertheless, despite a rather advanced legal framework and visible progress towards harmonisation with
the EU framework, it still lacks strong implementation mechanisms (Asllani, 2022). Moreover, Kosovo’s
cybersecurity still suffers from several shortcomings in terms of capacities and resources, lacking experts and
training. It still needs to further enhance protection mechanisms for critical infrastructures (interview KOS01),
institutional collaboration and public-private partnerships (Asllani, 2022 Balkans Policy Research Group,
2023; Bugaj, 2024). Finally, limited awareness about cyber threats is noticeable in the country, which the
government strives to address by including cybersecurity in educational curricula (Bugaj, 2024; Ministry of
Internal Affairs (Kosovo), 2023).

Otherwise in the hybrid domain, Serbia is thought to encourage organised crime and paramilitary groups,
which are tolerated by the Serbian state and used as tools for exerting influence and maintaining instability
(interview KOSO01). Kosovo’s police forces lack resources and have limited training and investments (interview
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KOSFGO1). Even so, they have proved quite effective (a ‘leader in the region’) in dealing with these issues,
and also with radicalisation (interview KOS02).

A.4. Montenegro

Montenegro’s security environment is increasingly shaped by external dependencies, hybrid threats, and
domestic institutional fragility. Local perceptions indicate that Montenegro does not currently face any direct
military threats, but tensions could arise if instability occurs in regard to Serbia-Kosovo relations (interview
MNEO1). The country has limited domestic defence capacity, but its NATO membership, acquired in 2017, is
perceived as indispensable to its national security: Montenegro could not organise its own defence outside
a collective defence system (interview MNE 02).

The size and capacity of Montenegro’s armed forces are central limitations. The army is extremely small,
there are no capacities to protect airspace, except within NATO, nor there are capacities to patrol the sea
without the help of partner countries (interview MNEO02). Although some reform has occurred since NATO
accession, there is a consensus that Montenegro can hardly defend itself in any way (interview MNEO3),
which is viewed as a major challenge.

NATO membership has not, however, shielded Montenegro from non-conventional threats or mitigated the
long-standing political and institutional weaknesses that leave the country exposed. Cybersecurity is one of
Montenegro’s most critical and persistent weaknesses. In 2022, it suffered a major cyberattack against

government infrastructure, an incident from which it has yet to fully recover. Websites and emails are still
not yet functional (interview MNEO4). It is not clear who was responsible for the cyberattacks—initial reports
pointed to Russian actors, later revised to a Cuban ransomware group—but no definitive conclusion has been
drawn. This lack of clarity and ineffective institutional follow-up points to a broader systemic weakness in
crisis response and digital resilience. A capacity-building centre for cybersecurity has been established in
Podgorica—the Western Balkans Cyber Capacity Centre—but experts are sceptical of its practical impact as
it will not provide any kind of reinforcement of infrastructure (interview MNEO3). Despite ongoing

vulnerabilities, cybersecurity thus remains more of a conceptual commitment than an operational priority.

In the hybrid domain, Serbia is widely identified as a primary source of destabilisation, particularly due to its
role in spreading Russian influence throughout the WB (‘Vuci¢’s Serbia conflicts its policy of statehood with
Montenegro’s policy of statehood, (interview MNEO02)) highlighting that Belgrade continues to treat
Montenegro as part of a wider ‘Serbian world’. Russia’s influence, mostly obvious through anti-NATO
campaigns, now manifests through hybrid threats and the actions of proxy actors. Before Montenegro’s NATO
accession, there were ‘Russian-like proxies,” (interview MNEO1) while today, Russia influences public opinion
through localised propaganda, media outlets, and cyber intrusions, with Belgrade as a hub for the translation
and dissemination of Kremlin narratives (interview MNEO4).

Internally, Montenegro’s security is compromised by weak institutions and high levels of political
interference. Key security agencies are described as being led by politically connected individuals with no
professional experience. For example, the current head of Montenegro’s security agency is a businessman
with connections to one of the criminal clans in Montenegro (interview MNEO4). Moreover, institutional
stagnation and corruption hinder the development of robust national strategies. The change of government
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showed the limitation of Montenegro’s capacity as a state (interview MNEO4). This is especially dangerous
when combined with widespread inefficiency in public services and an absence of qualified professionals in
critical security roles.

Montenegro’s resilience to security threats is fundamentally reactive and largely dependent on external
structures. NATO membership provides a strategic safety net, but the country lacks autonomous capacities
to address hybrid and non-traditional threats. Montenegro’s potential to strengthen its resilience is
constrained by its institutional weaknesses and political divisions. Nevertheless, its relations with
neighbouring countries are mostly stable, and its alignment with Euro-Atlantic structures, despite EU
accession challenges, serves as a deterrent against larger-scale destabilisation. However, in a scenario where
NATO or the Euro-Atlantic alliance weakens, Montenegro’s strategic vulnerability would be significantly
amplified.

A.5. North Macedonia

Although not under direct military threat, North Macedonia’s security landscape is shaped by the volatile
regional environment, increasing cyber challenges, and pressures from global power rivalries and geopolitical
circumstances. North Macedonia remains vulnerable to spillover from regional crises—particularly from
Bosnia and Herzegovina, and the dialogue between Kosovo and Serbia. A possible escalation of violence and
protests in Kosovo could spur a cycle of wider incidents across the region and easily have spillover effects in
North Macedonia (interview MKDO7). Through NATO membership and bilateral ties, particularly with the
United States, North Macedonia has sought to compensate for limited domestic defence capacities and
safeguard national stability.

North Macedonia’s defence system is grounded in NATO membership, which is widely perceived as the core
pillar of national security. As a NATO member, North Macedonia fully enjoys being part of the collective
security system, making military threats to the integrity of the country unlikely (interview MKDO01). NATO
membership is the one issue on which the majority of political actors in North Macedonia agree (interview
MKDO02). This security umbrella allows the country to offset its limited military capabilities. For example,
while North Macedonia lacks modern military equipment, its airspace is protected by the Greek Air Force
(NATO, Allied Air Command, 2021). North Macedonia’s armed forces are modest in size and capability,
constrained by limited defence spending and a long-standing reliance on donations and external support
(primarily by Turkiye, but also the US, and Norway) (interview MKDO03). With no domestic arms industry and
low defence investment, modernisation is progressing slowly.

Even so, regional cooperation with Serbia and close bilateral ties with the US through a strategic partnership
agreement (Department of State (US), 2008) support North Macedonia’s operational resilience. The US is
seen as a ‘patron’ (interview MKDO4) or ‘guarantor of the country’s security, (interview MKDQ09) having
historically played a stabilising role. Serbia, although not a NATO member, is perceived positively. There is a
notion that the current Macedonian government looks up to the Serbian leadership and similar ‘strongmen’-
type leaders, such as Orban and Erdogan (interview MKDQ6).

The rise of hybrid and cyber threats is a pressing issue within the national security landscape. North
Macedonia was exposed to a wave of cyberattacks, including fake bomb threats, hacking of state institutions’
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websites, and sophisticated campaigns of disinformation. One example was the cyberattack on the official

website of the State Election Commission, on the day of parliamentary elections in 2020. While this did not

impair the results of the elections, which are not carried out electronically, it did undermine the trust and
legitimacy of democratic institutions. While the attacks cannot be attributed to a specific actor, the content
of the messages has raised suspicions of foreign interference: ‘It’s very clear that the perpetrator is a
malevolent actor who wants to see changes in the strong Euro-Atlantic foreign policy orientation. In that
sense, Russia or some proxy actors connected to Russia could be behind those attacks’ (interview MKDO7).

The resilience of North Macedonia is grounded in its external alliances, political stability, and NATO
membership. The state has shown some capacity to respond to hybrid threats and has maintained public
order during heightened periods of cyber pressure (interview MKDO7). However, long-term resilience
depends on institutional reform and political will. There are serious institutional and regulatory gaps. Despite
the adoption of cybersecurity strategies, implementation remains insufficient. It comes down to a question
of how willing the government is to deal with the threats: it is not about capability, but willingness (interview
MKDO6).

A.6. Serbia

Serbia’s defence landscape is defined by its declared military neutrality, a foreign policy balancing act also
reflected in its defence policy, and by a defence sector that is simultaneously undergoing selective
modernisation and facing internal challenges. While the country does not face direct conventional military
threats, it is vulnerable to non-traditional security risks, including cyberattacks, foreign political influence,
and regional instability, particularly related to Kosovo and Bosnia and Herzegovina. The potential for it to
orchestrate low-intensity provocations, such as the Banjska incident, remains, but there is a widespread belief
that this type of incident is intended more for internal purposes (interview SRBO1).

Despite recent efforts to modernise its military, such as the acquisition of new arms and equipment from
France and China, Serbia’s defence capacity remains limited in terms of manpower, strategic planning, and

sustainability. While Serbia is often described as having the strongest military in the WB, this status is
undermined by systemic weaknesses, particularly the lack of manpower. Serbia maintains a defence
industrial base with the ability to manufacture NATO-standard munitions and weaponry. However, corruption
and mismanagement within the defence sector make it unable to be more productive and introduce
innovations that would make it more competitive (interview SRBO1).

Meanwhile, Serbia maintains bilateral military cooperation, particularly with the US through joint exercises,
but also retains historic ties with Russia, especially through intelligence cooperation (interview SRBO1). Serbia
is not a NATO member, nor does it intend to become one due to its proclaimed military neutrality, but it
participates in the Partnership for Peace programme. This is an example of Serbia’s balancing act, an
approach that weakens the country’s ability to articulate a clear strategic vision and, at the same time,
increases its exposure to external pressure. Serbia is in a ‘geopolitical grey zone’ which is a danger in itself
(focus group SRBFGO1).

Additionally, most of Serbia’s security vulnerabilities stem from internal systemic weaknesses that include
corruption, state capture, and a centralised and top-down governance structure, all of which provide fertile
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ground for foreign influences. If Serbia wants to stay military neutral, it should invest way more in building
up military capacity (interview SRBO1).

Cybersecurity is a growing area of concern, with recent incidents involving cyberattacks on government
websites, including public records databases. However, Serbia is not perceived as the main target of
cyberattacks at present. Rather, it is more likely to feel the consequences of spillover in the event of a
cyberattack on critical infrastructure in other countries within the region. There is also little public awareness
or official transparency around such threats (interview SRB02).

China’s influence in Serbia extends beyond economic investment. It includes strategic penetration in the
security sphere through smart surveillance technology and even patrols by Chinese police officers. The use
of Chinese facial recognition systems and cloud storage for surveillance data has raised serious privacy and
security concerns over the possibility of data misuse for political purposes (interview SRBO1).

The capacity of the Serbian government to respond to emerging security challenges, particularly cyber
threats and foreign influence, remains underdeveloped (focus group SRBFGO1). This vulnerability is
compounded by internal political dynamics, including the instrumentalisation of foreign policy narratives to
consolidate power domestically. Serbia’s current security position is defined not by a lack of capacity alone,
but by strategic ambiguity and domestic fragility.

A.7. Georgia

Georgia’s broader resilience to threats from hostile state actors is presently undermined by its authoritarian
drift and the political capture of its security institutions. In the military domain, Georgia’s active armed forces
are considered too small to deter or defend against a major conventional attack independently. One former
defence official assessed that an invading force of 20,000 to 40,000 troops could likely occupy the country
(interview GEO10). Furthermore, reserve structures are described as largely underdeveloped, and the overall
readiness level of the armed forces is considered "quite low" due to problems with manning and equipment
(interview GEO10). To address this, there are proposals to create a "new type of reserve or territorial force ...
to act as a force multiplier" (interview GEO10).

State capture has led to security institutions becoming more loyal to the ruling Georgian Dream party than
to democratic constitutional norms, with state security and police used against political opponents and civil
society actors (interview GEOQO15). While some military professionalism is maintained through ongoing
cooperation with western partners, the military leadership and defence system as a whole are increasingly
politicised (interview GEO15). This has resulted in a weakened force with a low readiness level (interview
GEO15), considered unable to independently defend against a major conventional attack (interview GEO10).

In terms of practical impacts, recruitment and retention in the armed forces are undermined by political
interference, including the politicisation of civilian control (interview GEO15). Loyalty-based promotions are
also seen to have increased, weakening internal cohesion (interview GEQ0O02). Weak lessons-learning
processes, poor knowledge management, and a lack of strategic autonomy further undermine the resilience
contributions of the armed forces.
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Georgia’s defence modernisation and capabilities have been heavily dependent on western assistance. While
some operational engagement with some NATO partners continues, relations with the EU and the US have
deteriorated due to the country's democratic backsliding (interview GEOO6). At the same time, engagements
with China and other non-democratic powers (interview GEO13) have introduced a "big strategic
uncertainty" (interview GEOQ6).

The Georgian armed forces are reliant on foreign support for critical military capabilities, including advanced
equipment and cyber-security infrastructure (interview GEOO6). This near-total reliance on foreign imports,
combined with the military's "quite low" readiness level and "problem of manning" (interview GEO10),
indicates poor supply-side resilience.

State capture has adversely affected crisis management processes and structures (interview GEOO6;
interview GEO15). While some structures still mirror Western standards, such as a UK-model crisis simulation
room (interview GEOO6), they are undermined by centralised and politicised decision-making. Crisis planning
appears oriented toward political regime survival rather than national resilience, with interviewees noting
that the government's primary fear is threats to its own power, not the state. More practically, crisis
management is also hindered by a breakdown of trust and communication, with technical dialogue formats
suspended and long-standing channels with civil society experts severed.

Cybersecurity has seen technical improvements due to western assistance, yet major vulnerabilities persist
(interview GEOQO06). Critical infrastructure remains vulnerable to Russian-origin cyber operations, with
interviewees noting successful attacks on systems (interview GEOO06) and the security sector's susceptibility
to infiltration (interview GEO12).

Hybrid threats—cyberattacks, disinformation, political subversion—are entrenched realities. Without a clear
strategic re-commitment to democratic governance and Euro-Atlantic integration, Georgia’s resilience against
external threats will continue to weaken.

A.8. Moldova

Moldova’s defence policy has been shaped by the country’s neutrality status, which was introduced in 1994.
For almost three decades, a lack of strategic vision and few significant investments to modernise the defence
sector has led to an outdated military infrastructure and limited armed forces. Before 2022, the national
spending for the defence sector did not reach more than EUR 40 million or approximately 0.4 % of Moldova’s
gross domestic product (GDP), leaving the country insufficiently prepared to adequately respond to a
potential military threat.

Moldova’s constitutional neutrality was a point of contention across focus groups and interviews. While some
experts argued it remains a pragmatic safeguard against entanglement in regional conflicts, others
considered it outdated and strategically limiting. One interviewee observed: “Neutrality gives us a buffer, but
it also deprives us of credible deterrence” (Interview MDAO1). Among the general public, views were mixed.
Neutrality was often associated more with fragility than with security. “It means we stay weak, hoping nobody
notices us,” commented one participant. Nonetheless trust in the National Army remains comparatively high,
as it is seen as a stabilising institution amid broader public distrust in governance (interview MDAFGO01).
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After the start of Russia’s full scale military invasion of Ukraine, Moldova began to prioritise the reform of the
security and defence sector. At the political level, following the adoption of a new National Security Strategy
(NSS) in December 2023, Moldova has emphasised accession to the EU as a national security objective
(President of the Republic of Moldova, 2023, p.1). For the first time, the NSS has named Russia as the main
threat to Moldova’s national security, materialised through hybrid operations, as well as corruption and
malign kleptocratic practices. The NSS also underlines Russia's military plan to establish a land corridor
towards Moldova, pointing out the persistent threat of a military attack on the country. In terms of strategic
vision, the NSS puts strong emphasis on cooperation with the EU and EU countries.

In the last few years, Moldova has boosted its security partnership with the EU. In November 2020, the EU
Council announced the possibility for third countries to participate in PESCO projects (European Union,
Council of the European Union, 2020), providing an opportunity for collaboration in up to 68 ongoing
projects. The EU’s greater interest in this field was reconfirmed with the 2021 Eastern Partnership Summit
Declaration (European Union, Council of the European Union, 2021a), with a focus on training, knowledge-
sharing and capacity-building activities within and beyond the CSDP.

Backed by the newly established EPF budgetary instrument and its Assistance Measures Pillar (European
Union, Council of the European Union, 2024b) designed for upgrading the military and defence capabilities
of third states, the EU has become the most important security partner of Moldova. Between 2021 and 2025,
the EU has provided through the EPF five assistance packages totalling almost EUR 200 million (European
Union, European Council, 2025c). Other strategic steps ahead have been the launching of EU — Moldova high
level political and security dialogues at the latest EU — Moldova Association Council in October 2021
(European Union, Council of the European Union, 2021b), and the signing of the EU-Moldova Security and
Defence Partnership in May 2024 (European Union, European External Action Service, 2024b). These
initiatives could provide a strong baseline for a gradual increase of the EU's support for the reform and
equipping of military, cyber and intelligence institutions in Moldova, pushing forward security sector
reform.

In May 2023, the EU deployed the EU Partnership Mission, which has been responsible for assisting the
Moldovan authorities in countering persistent hybrid threats in the areas of disinformation, cybersecurity
and foreign information manipulation and interference. The Mission is working closely with the Ministry of
Internal Affairs and the Centre for Strategic Communication and Countering Disinformation, as well as the
newly created Cybersecurity Agency. The mission’s mandate has been recently prolonged by the Council until
May 2027 (European Union, Council of the European Union (2025).

Beside benefiting from Brussels-wide support in terms of security and the military, Moldova has also
contributed for more than 10 years to EU’s CSDP missions, with 30 Moldovan staff currently deployed to
EUTM Somalia and EUFOR Althea. These actions have proven Moldova’s commitment to engage with the
EU’s institutional and policy framework in the areas of military and security. As one interviewee mentioned,
“It’s not just symbolic anymore. We are stepping into real European defence cooperation, even if
modestly” (interview MDAO1).

Across focus groups and interviews, a recurring theme emerged: Moldova’s national resilience depends not
solely on military capabilities but also on societal cohesion, credible communication, and institutional trust.
One interviewee stated, “Security is psychological as much as it is institutional. The public needs to believe
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that the state can protect its sovereignty and its people” (interview MDAO2). This was echoed in the general
focus group, where a participant noted, “We are not afraid of war, we are afraid of being alone when it
comes” (interview MDAFGO01). The dominant sentiment is that Moldova’s security future is inseparable from
its EU integration path. While external threats persist, resilience is understood as residing at the intersection
of capable institutions, informed and united citizens, and strategic international alliances. The primary
challenge moving forward will be to maintain internal coherence, sustain public confidence, and translate
legislative alignment into visible and lived security.

Although EU support for strengthening Moldova’s resilience has been significant in the last three years, the
governing authorities are equipped with limited capacities and resources. To effectively respond to the
increasing threat posed by Russia, Moldova has to consolidate its security and defence dialogue with EU,
NATO and Black Sea countries. Continuous investments in defence infrastructure, professionalisation, training
and capacity-building for military and civilian staff involved in this process are crucial.

A.9. Ukraine

Throughout the full-scale war with Russia, the Armed Forces of Ukraine (AFU) have conducted successful
defensive and counteroffensive operations, including incursions into Russian territory in the Kursk region. In
addition to ground, air and naval forces, the AFU include special operations, territorial defence, logistics,
support and medical forces. A unique, separate arm for uncrewed aerial, land and maritime vehicles was
established in 2024, and has achieved notable successes by combining advanced technologies with an

asymmetric approach to warfare (Samus, 2025; interview UKRO3). Another notable wartime innovation was
the implementation of a corps-based command system (previously brigade-based) to significantly improve

the coordination of military across large sections of the front and to help facilitate the mobilisation of
reserves (interview UKRO3). At the time of writing, six out of the planned 18-20 corps have been formed.
While details are classified, the AFU are thought to number approximately 880 000 personnel in total.
Alongside its successes, Ukraine has also seen a number of problems related to mobilisation, command and
control, and munitions production. Attempts made to rectify these problems have been assessed by experts
as ‘not ideal’ (interview UKRO1).

The primary document defining AFU personnel policy is the Strategy for Attracting, Developing, and Retaining
Human Capital in the Defence Forces until 2027 (Ministry of Defence (Ukraine), 2025a). This outlines the
creation of a fundamentally new recruitment and staffing system that will ensure predictable career paths
for military personnel in selected specialities. It also promotes the adoption of Euro-Atlantic standards and
NATO cooperation to enhance the readiness of units for joint operations. A core idea is the principle of ‘grow
or go’, under which officers and non-commissioned officers who reach the maximum tenure for their rank
and do not demonstrate potential for advancement will be discharged, opening career opportunities for the
most talented, motivated, and professionally prepared personnel. In part, this is a response to the fact that
the AFU has found it difficult to fill existing units. Mobilisation efforts have not been sufficiently effective, and
a shortage of competent officers has challenged the transition to a corps-based structure is (20 corps will
need 6 000—7 000 officers), requiring officers to be reassigned from combat brigades and possibly weakening
the AFU’s operational strength.
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The AFU has, since 2014, intensified its transformation toward NATO standards, distancing itself from Soviet
legacies. The process of fully eradicating Soviet military culture requires time, as many of its bearers—those
who served in the Soviet army or studied in Soviet military institutions—joined the AFU during mobilisation.
Particular manifestations of Soviet influence include: incentives to lie to higher command; dodging the blame
for failures at all levels of the command chain; and disregard for human lives, including the replacement of

commanders unwilling to execute so-called suicidal tasks.
Many challenges in military culture and measures to address them were outlined in the Concept of Military
Personnel Policy in the Ministry of Defence of Ukraine for the Period Until 2028 (Ministry of Defence
(Ukraine), 2023). The document stresses military education, training, and self-learning throughout military
service; a professional culture of military leadership aligned with NATO principles and standards; the virtues,
character traits, and core competencies expected of military leaders; and the commitment of to fulfil their
service duties, achieve career growth, and attain high levels of professionalism.

Ukraine adheres to the principle of civilian control over its armed forces. ‘On Ukraine’s Strategic Bulletin’
(President of Ukraine, 2016) strengthened civilian oversight, including through the appointment of civilians
to the positions of minister of defence, deputy ministers, and the state secretary of the Ministry of Defence.
A 2018 law, On the National Security of Ukraine (Verkhovna Rada of Ukraine, 2018), separated the command
and planning functions and introduced mechanisms for oversight by parliament and civil society (although
parliament still has little control over the Supreme Commander-in-Chief of the Armed Forces, the President
of Ukraine). In 2020, a new law, On Defence Procurement, enabled a flexible combination of military secrecy
and transparency in financing, enhancing civilian oversight of procurement processes. At the same time,
experts argue that a significant issue lies in the narrow understanding of democratic control. They emphasise
that democratic oversight should extend beyond the armed forces to encompass the entire state apparatus,
warning that limiting civilian control solely of the military is a fundamental mistake that undermines effective
governance and democratic accountability (Interview UKRO03).

Cooperation between the military and civil society has grown through joint projects and initiatives aimed at
supporting the army and veterans. Civil society covers a significant portion of the army's and veterans' needs.
In 2024, 86 % of Ukrainians engaged in charitable activities, with the percentage of donors increasing from

65 % in 2023 to 73 %. One notable example of how the war has strengthened trust and collaboration between
the military and society is the permission granted in 2022 to the charitable foundation ‘Come Back Alive’ to
procure weapons abroad.

Ukraine's crisis management structure includes the Main Situational Centre of Ukraine, the Governmental
Situational Centre, the Situational Centre of the Ministry of Defence of Ukraine (referred to as the Situational
Centre), the National Cybersecurity Coordination Centre of the National Security and Defence Council of
Ukraine, and other state-level situational centres. During the full-scale war with the Russian Federation,
Ukraine has enhanced the capabilities of the Situational Centre and developed and implemented regulatory
acts to govern its functioning. Its tasks include collecting, aggregating, and analysing data, to enable timely
responses and decision-making to prevent potential crises within the AFU. The Situational Centre also
monitors military personnel issues through a special application called ‘Army+’, launched in August 2024 to

combat military bureaucracy.
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Ukraine's cybersecurity processes and structures are defined though the law On the Basic Principles of
Ensuring Cybersecurity of Ukraine, which sets out the responsibilities of the State Service of Special
Communications and Information Protection (SSSCIP), the Security Service of Ukraine, the National Police,
and intelligence agencies. The SSSCIP coordinates the government’s Computer Emergency Response Team
(CERT-UA) and implements policies to protect state information resources. It plays a pivotal role alongside
the National Cybersecurity Coordination Centre established under the National Security and Defence Council.

In 2025, the Verkhovna Rada of Ukraine passed Law No. 11290 (Verkhovna Rada of Ukraine, 2025), amending
existing laws to enhance the protection of state information resources and critical infrastructure against cyber
threats. This modernised legal framework aligns with European standards, in particular implementing
recommendations from the NIS2 directive. Key provisions regulate the national cyber incident response
system, critical infrastructure protection, institutional development, and training and cyber hygiene. Ukraine
is also expanding partnerships with the private sector in cybersecurity. Critical enterprises host information
and analytical centres, while platforms for sharing threat intelligence are being launched. Furthermore,
Ukraine emphasises workforce development, with universities introducing specialised cybersecurity
programmes, training centres established with Western partners' support, and joint exercises (e.g., regular
drills with NATO).

Defence cooperation with key international partners, including EU and NATO countries and others involved
in the Ramstein format (approximately 50 participants in total), has been a priority since Russia’s full-scale
invasion of Ukraine.

In March 2025, Ukraine's defence industry was granted equal participation opportunities to those of EU MS
under the SAFE programme, and in April, the European Commission announced a EUR 910 million investment
under the EDF, marking the first inclusion of Ukrainian defence companies in this initiative (European Union,
European Commission (2025a). There are also cooperation programmes between Ukrainian and European
defence companies intended to integrate Ukraine’s defence industry into the EU ecosystem and facilitate
Ukrainian participation in programmes such as EDIP and SAFE. The EU, meanwhile, is revising its military
assistance strategy for Ukraine. Instead of supplying finished weaponry, discussions are underway to finance
Ukraine’s defence production. This approach might be more sustainable, given Europe’s dwindling arms
stockpiles. It is also cost-effective, reduces transportation expenses, positively impacts Ukraine’s economy,
and promotes the integration of Ukraine’s defence industry with Europe.

NATO is also a key partner through the 2016 Comprehensive Assistance Package (enhanced in 2022 and
2023), aimed at rebuilding Ukraine’s security and defence structures and aligning them fully with NATO
standards. NATO launched the NATO Security Assistance and Training for Ukraine initiative at the 2024
Washington Summit to coordinate military equipment supplies and training efforts. Allies committed to EUR
40 billion in baseline funding for 2025, ensuring sustained security assistance. In 2024 alone, NATO members
provided over EUR 50 billion in aid to Ukraine, with nearly 60 % contributed by European Allies and Canada.
The first joint NATO-Ukraine institution, the Joint Analysis, Training and Education Centre, was established in
February 2025, in Bydgoszcz, Poland. Staffed by Ukrainian and NATO experts, its role is to analyse and apply
lessons learned from the war with Russia, shaping defence strategies, policies, and operations. As of February
2025, 29 NATO member and partner states have signed bilateral security agreements with Ukraine.
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Ukraine's defence industry has grown tremendously since the onset of the full-scale war with Russia, even as
the economy overall has contracted. Since 2022, the government has prioritised attracting investments into
the defence industry as the sector as vital for the country’s survival. State programmes to bolster the defence
industry include the State Preferential Credit Programme, government grants via the Diia Portal, support from
the Innovation Development Fund, and organisational and grant assistance via the Bravel Platform. Private
investments in Ukrainian defence-tech, meanwhile, surged tenfold from 2023 to 2024, reaching

approximately USD 50 million (estimates range from USD 35 to USD 50 million).

Efforts are also underway to remove bureaucratic and legislative barriers to foreign investment. For instance,
Germany’s Rheinmetall plans to establish a joint venture with a 51 % stake—previously impossible under

Ukrainian law, which required state enterprises to hold controlling shares. Ukraine also intends to lift the
wartime ban on arms exports and introduce a special tax regime for defence enterprises to stimulate recovery

and prepare the sector for export.

As of 2025, Ukraine’s defence production capacity significantly outpaces its procurement capacity. In 2024,
defence production increased from USD 12 billion to USD 35 billion, enabling domestic manufacture of over
30 % of the weapons and ammunition used on the battlefield by the AFU. In the same year, the military sector
accounted for one third of GDP growth.

Ammunition output increased 2.5 times between 2023 and 2024, electronic warfare systems 340 times, and
self-propelled artillery units tripled. In 2024, over 2 million First Person View drones, nearly 2.5 million units
of ammunition, and 324 new types of military equipment were produced. However, the industry can produce
up to 5 million drones annually. The full potential for drone production—up to 5 million units per year—was

not realised due to funding shortages, but the government aims to procure all available drones in 2025.

Innovations include four models of drone missiles with ranges up to 700 kilometres, making them capable of

targeting 20 Russian airfields, and robotization of the military. Ukraine’s defence industry now manufactures
over 1 000 types of weaponry, ranging from artillery shells to long-range missile systems.
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